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Cash and Credit Cards

The banking industry's fraud awareness campaign, Card Watch, targets cardholders with advice on what they can do to prevent the fraudulent use of their cards.

Cash machine withdrawals - be aware!

Be aware and alert when withdrawing cash from a cash machine. Try and make sure that your PIN number is kept private when entering it into the keypad and be swift to remove both the card and the money when they are returned to you. Recently, we have been aware of activities throughout the county where cards have been stolen after an unsuccessful attempt to withdrawal money. The thief places a device into the slot of the machine which holds the card inside the slot and prevents it being recognised. The PIN number entered by the customer is usually repeated several times while the thief is watching from behind. When the customer gives up and assumes the machine has withheld the card, the thief removes the device and the card and uses your number and the card to withdraw as much cash as the account will permit.
You can prevent this by watching out for hand written or unofficial notices stuck to the machine asking customers to repeatedly enter the number. If you are at all unsure then walk away and try again later.

Above all, please ensure that nobody can see the numbers as you type them.

All the banks, building societies, supermarkets, garages and shops who provide cash machines in Essex are being made aware of this situation and will be particularly vigilant in preventing this activity. Please check your bank statements carefully to ensure your transactions are correct.

If you have any information regarding the people who commit this type of offence, please contact your local police station or if you wish to remain anonymous, contact Crimestoppers on 0800 555111.

If you feel that you have been a victim you should contact your local police station and notify your account older.

The following additional advice is offered to cardholders

· Guard your cards. Don't let them out of your sight when making a transaction 

· Don't carelessly discard receipts from your card transactions 

· Check your receipts against your statements carefully. If you find an unfamiliar transaction contact your card issuer immediately 

· Never write down your PIN or disclose it to anyone, even if they claim to be from your card issuer or the police 

· Report lost or stolen cards to your card issuer immediately. The 24-hour emergency number usually appears on your last statement or you can call Directory Enquiries on 192 

· Always sign any new cards as soon as they arrive 

· Ensure that you cut up expired cards immediately as new ones become valid 

· Don't keep your cheque book with your cards 

· Carry you card in a secure place. If you carry a bag, carry it firmly with the clasp towards you. 

· Consider using a money belt or carry your card in a wallet in a secure inside pocket 

· Don't leave cards unattended in a bag, briefcase or jacket pocket in a public place and keep your bag or briefcase on your lap 

· At work, keep your bag and other personal belongings locked in a cupboard or drawer, even if your office is normally only accessible to colleagues 

· When on holiday don't leave valuables unattended in your accommodation, on the beach or by the pool. Use a hotel safe if available 

· Consider registering with a card protection scheme, particularly if you have several cards. 

· Contact your card issuer for further details. 

In theory cardholders are liable only for the first £50 of fraudulent losses before their card is reported lost or stolen. In practice the card issuer, bank or building society will often refund the full amount lost, unless it is felt that the cardholder has been negligent (by, for example, keeping their PIN with their card). 
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